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APPENDIX D

IDENTITY CRIME VICTIM SELF-HELP GUIDE (DETAILED VERSION)

If you discover that you have been the victim of identity theft or fraud, you need to take
steps immediately to minimize the damage and prevent further fraud.

Document everything, including notes on who you talked to (name, title, contact info.), when, and
what they said. Print off copies of electronic records. These records could be invaluable if you have a
disagreement with a creditor, as proof of your victimization if the identity fraud persists, or as proof
of the time and effort you spent should you ever be able to claim compensation for these efforts. Use a
table such as that provided at the end of this checklist to keep track of all this information.

Q

Identify all lost, stolen or compromised payment cards, cheques, account information
and/or identity documents. Review your bank account, credit card, and other suspect
account records and identify all unauthorized transactions. Determine if you are
missing any account statements normally received by mail.

If your debit card, credit card, or other financial instrument has been compromised,
contact the financial institution and report the theft/ fraud. Call the telephone number
on the back of the card if you have it. Have them cancel the compromised cards and
issue new ones. If you don’t report lost, stolen or compromised debit or credit cards
immediately, you may be liable for fraudulent transactions. Put a “stop payment” on
any stolen cheques.

Contact each of Canada’s main credit reporting agencies:

Trans Union Canada at www.tuc.ca (1-866-525-0262 Québec 1-877-713-3393)

Equifax Canada at www.equifax.ca (1-866-779-6440)

e Request a copy of your credit report — this report will show accounts that have been
opened in your name, and creditors who have made inquiries about you because
you, or someone pretending to be you, applied for credit from them. You will
need to provide proof of your identity to the credit bureau in order to get a copy of
the report. The report should be free of charge if ordered by mail or in person.
Online credit monitoring is available but subject to charge.

e Request that a fraud alert be placed on your file, alerting creditors that they
need to take extra precautions to verify identity before granting credit to someone
purporting to be you — confirm with the credit bureau how long the fraud alert will
be left on your file, and what effect it will have on creditors.

e If you want to stop all issuing of credit in your name without your transaction-
specific approval, ask the credit bureau if it will provide such a “credit freeze” to
you. Credit bureaus in the U.S. provide this service.

If an account (bank, utility, telephone, etc.) has been fraudulently accessed or set up

in your name, contact the service provider and have the account cancelled and closed.

¢ Ask what address is on the account and note any addresses that are not yours.
Contact Canada Post regarding any fraudulent addresses (see below).

¢ Ask that any new requests for service first be confirmed with you.

* Have the service provider note on the account that it was closed at your request
because of identity fraud.
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If the service provider provided the criminal with unauthorized credit, money,

information, goods or services in your name, ask them to investigate the

occurrence. Find out:

— What information does the company need to start an investigation?

— Has the company already started a criminal investigation? If so, with which
police force? What is the report number?

— What do you need to do to have your losses reimbursed?

Q If you are missing mail and suspect that it has been redirected to another address,
contact Canada Post at www.canadapost.ca (1-800-267-1177)

Use the Identity Crime Victim Statement (online at www.icclr.law.ubc.ca) to notify financial
institutions, creditors, service providers, document issuers, police, etc. of the fraud, to establish
your innocence, to get replacement documents, and to provide the information they need to start an
investigation.

Q Report the crime to your local police force.

Provide the police with all relevant information and documentation as requested.
The Identity Theft Statement form is useful in this respect.

Request a copy of the police report to show creditors and document issuers so that
they will believe that you are a victim of identity crime. If you can’t get a copy of the
report, at least get the report number.

Take down the name and title of the police officer whom you should contact with
additional information about the crime.

If the crime involves another country, your local police force will report the incident
either to the law enforcement in the other country or to Interpol who will forward
the request for assistance or information to the relevant foreign law enforcement
agency.

4 Once you have a copy of your credit report, review it carefully. Note any accounts that
appear to have been fraudulently opened in your name, and any inquiries by creditors
to whom you did not apply for a service. Contact each of those creditors and follow
the steps set out above for dealing with fraudulent accounts.

O Report and replace any government-issued identity cards (e.g., SIN, birth certificate,
health card, drivers licence) by contacting Service Canada at 1-800-O-Canada (1 800 622-
6232) or TTY: 1 800 926-9105. An agent will be able to direct to the appropriate federal or
provincial organization to replace each of your cards.

For information on replacing your Social Insurance Number due to fraud, see
http://www.servicecanada.gc.ca/eng/sc/sin/index.shtml

If your passport has been lost or stolen, contact Passport Canada at

1-800-567-6868 TTY services: 1-866-255-7655

Outside Canada and the United States: 819-997-8338

http://www.passport.gc.ca

If your immigration documents have been lost or stolen or if you suspect that
someone is using them fraudulently, contact Citizenship and Immigration Canada at
1-888-242-2100 TTY services: 1-888-576-8502

http://www.cic.gc.ca
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@ Report the theft or fraud to the Canadian Anti-Fraud Center by going to their website or
by calling 1-888-495-8501. The CAFC is the central agency in Canada for information and
criminal intelligence on identity crime. The CAFC provides valuable assistance to law
enforcement agencies all over the world by identifying connections among seemingly
unrelated cases. Your information may provide the piece that completes the puzzle.

@ For advice on privacy issues related to the identity crime, contact the Privacy
Commissioner of Canada (1-800-282-1376 or www.priv.gc.ca). The Office of the Privacy
Commissioner can investigate data breaches by corporations or governments which may
lead to personal information being used to commit identity crime. Some provinces have
adopted their own private-sector privacy laws, which are enforced by provincial privacy
commissioners:

e Quebec http://www.cai.gouv.gc.ca
e Alberta http://www.oipc.ab.ca
e British Columbia http://www.oipc.bc.ca

O Monitor your credit report, bank statements, and mail with a view to detecting any
additional fraud, mail diversion or other criminal activity. Consider setting up an online
alert to monitor any online activity in your name - see http://www.google.com/alerts
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APPENDIX DD

IDENTITY CRIME VICTIM SELF-HELP GUIDE (SHORT VERSION)

If your debit card, credit card, or other financial instrument has been compromised,
contact the financial institution and report the theft/ fraud immediately.

Contact both of Canada’s national credit reporting agencies:

Trans Union Canada at www.tuc.ca (1-866-525-0262 Québec 1-877-713-3393)
Equifax Canada at www.equifax.ca (1-866-779-6440)

* Request a copy of your credit report

* Ask that a fraud alert be placed on your file

Identify all lost, stolen or compromised payment cards, cheques, account information
and/or identity documents. Review your bank account, credit card, and other suspect
account records and identify all unauthorized transactions. Determine if you are
missing any account statements normally received by mail.

Once you have a copy of your credit report, review it carefully. Note any accounts that
appear to have been fraudulently opened in your name, and any inquiries by creditors
to whom you did not apply for a service.

Report the crime to your local police force.
* Give the police all the information you have about the crime.
e Get the report number so that you can refer creditors to it.

Complete the Identity Crime Victim Statement/Affidavit form, make copies, and
provide a copy to each creditor whose records need to be corrected.

If you are missing mail and suspect that it has been redirected to another address,
contact Canada Post at www.canadapost.ca (1-800-267-1177)

Report and replace lost or stolen government-issued identity cards (e.g., SIN, birth

certificate, health card, drivers licence) by contacting Service Canada at 1 800 622-6232

or TTY: 1800 926-9105. An agent will direct to the appropriate federal or provincial

organization to replace each of your cards.

e If your passport has been lost or stolen, contact Passport Canada at
1-800-567-6868 TTY: 1-866-255-7655

¢ If your immigration documents have been lost or stolen, contact Citizenship and
Immigration Canada at 1-888-242-2100 TTY: 1-888-576-8502

Report the theft or fraud to the Canadian Anti-Fraud Center by going to their website or
by calling 1-888-495-8501.
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APPENDIX E

IDENTITY CRIME VICTIM ACTION LOG

Use this form to record the steps you ve taken to report the fraudulent use of your identity or accounts.

Credit Phone number Date Contact Comments
Bureau contacted Person
Equifax 1-866-779-6440

TransUnion | 1-866-525-0262
1-877-713-3393 (Que)

Creditor Address and Date Contact Comments

Phone number contacted | Person
Law Enforcement | Phone Date Contact Report Comments
Agency/Dept number contacted | Person Number
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APPENDIX F

IDENTITY CRIME PREVENTION ADVICE (DETAILED VYERSION)
FOR VICTIMS AND OTHER INDIVIDUALS

Staying Alert

Once resolved, most cases of identity theft stay resolved. But occasionally, some victims
have recurring problems. To help stay on top of the situation, continue to monitor your
credit reports and read your financial account statements promptly and carefully. You may
want to review your credit reports once every three months in the first year of the theft, and
once a year thereafter. Stay alert for other signs of identity theft, such as:

Q

U0

failing to receive bills or other mail. Follow up with creditors if your bills don’t arrive
on time. A missing bill could mean an identity thief has taken over your account and
changed your billing address to cover his tracks.

receiving credit cards that you didn’t apply for.

being denied credit, or being offered less favourable credit terms, like a high interest
rate, for no apparent reason.

getting calls or letters from debt collectors or businesses about merchandise or services
you didn’t buy.

What Everyone Should Do Now

Q

Place passwords on your credit card, bank, and phone accounts. Avoid using easily
available information like your mother’s maiden name, your birth date, the last
four digits of your SIN or your phone number, or a series of consecutive numbers.
When opening new accounts, you may find that many businesses still have a line on
their applications for your mother’s maiden name. Ask if you can use a password or
customized question/answer instead.

Ensure that documents with personal information are secured in your home, especially
if you have housemates, employ outside help, or are having work done in your home.

Ask about information security procedures in your workplace or at businesses, doctor’s
offices or other institutions that collect your personal information. Find out who has
access to your personal information and verify that it is handled securely. Ask about
the disposal procedures for those records as well. Find out if your information will be
shared with anyone else. If so, ask how your information can be kept confidential.

Maintaining Vigilance

Q

Don’t give out personal information on the phone, through the mail, or on the Internet
unless you’ve initiated the contact or are sure you know who you’re dealing with.
Identity criminals are clever, and have posed as representatives of banks, Internet
service providers (ISPs), and even government agencies to get people to reveal their SIN,
mother’s maiden name, account numbers, and other identifying information. Before
you share any personal information, confirm that you are dealing with a legitimate
organization. Check an organization’s website by typing its URL in the address line,
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rather than cutting and pasting it. Many companies post scam alerts when their name
is used improperly. Or call customer service using the number listed on your account
statement or in the telephone book. For more information, see How Not to Get Hooked
by a ‘Phishing’ Scam, a publication from the U.S. Federal Trade Commission.

Q Treat your mail and trash carefully:

¢ Deposit your outgoing mail in post office collection boxes or at your local post office,
rather than in an unsecured mailbox. Promptly remove mail from your mailbox
unless it is locked. If you’re planning to be away from home and can’t pick up your
mail, call Canada Post at 1-866-607-6301 or go online to http://www.canadapost.ca/
tools/pg/manual/PGholdmail-e.asp to request a vacation hold.

¢ To thwart an identity thief who may pick through your trash or recycling bins to
capture your personal information, tear or shred your charge receipts, copies of credit
applications, insurance forms, physician statements, checks and bank statements,
expired charge cards that you’re discarding, and credit offers you get in the mail.

O Don’t carry your SIN card, birth certificate or other unnecessary identity documents
with you; instead, store them in a secure place.

@ Carry only the identification information and the credit and debit cards that you’ll
actually need when you go out.

Q Give your SIN out only when required by law (i.e., for income and tax reporting
purposes). Ask to use other types of identifiers instead.

A Special Word About Social Insurance Numbers
Your employer and financial institutions will need your SIN for wage and tax reporting
purposes. Other businesses may ask you for your SIN to do a credit check if you are
applying for a loan, renting an apartment, or signing up for utilities. Sometimes, however,
they simply want your SIN for general record keeping. If you are asked for your SIN, ask:

¢  Why do you need my SIN?

¢ How will my SIN be used?

¢ How do you protect my SIN from being stolen?

*  What will happen if I don’t give you my SIN?
Getting satisfactory answers to these questions will help you decide whether you want to
share your SIN with the business. The decision to share is yours.

NOTE: Itis illegal for businesses in Canada to refuse to provide you with a service or
benefit simply because you won’t provide your SIN to them, unless they have a legitimate
need for the SIN (See the federal Personal Information Protection and Electronics
Document Act, Schedule 1, Principle 4.3).

Q Be cautious when responding to promotions. Identity thieves may create phony
promotional offers to get you to give them your personal information.

Q Keep your purse or wallet in a safe place at work; do the same with copies of
administrative forms that have your sensitive personal information.
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@ When using credit or debit cards, never let them out of your sight. Key in personal
identification numbers privately when you use direct purchase terminals, bank
machines, or telephones.

O When ordering new cheques, pick them up from the bank instead of having them mailed
to an unsecured home mailbox.

O Review the cardholder agreement for your debit and credit cards and confirm the level
of protection from fraudulent transactions that they offer you. Shop around for a better
deal if you are not satisfied with the protection that they offer.

The Doors and Windows Are Locked, But ...

If you store your SIN, financial records, tax returns, birth date, and bank account numbers
on your computer, you are at a higher risk of identity theft. These tips can help you keep
your computer - and the personal information it stores — safe:

O Update your virus protection software regularly (set it to update automatically every
week). Install patches for your operating system and other software programs to protect
against intrusions and infections that can lead to the compromise of your computer files
or passwords. The Windows XP operating system can be set to automatically check for
patches and download them to your computer.

@ Never open files sent to you by strangers, or click on hyperlinks or download programs
from people you don’t know. Be careful about using file-sharing programs. Opening a
file could expose your system to a computer virus or a program known as “spyware,”
which could capture your passwords or any other information as you type it into your
keyboard. For more information, see File Sharing: Evaluate the Risks and Spyware,
publications from the U.S. Federal Trade Commission.

Q Use a firewall program, especially if you use a high-speed Internet connection like cable,
DSL or T-1 that leaves your computer connected to the Internet 24 hours a day. The
firewall program will allow you to stop uninvited access to your computer. Without it,
hackers can take over your computer, access the personal information stored on it, or use
it to commit other crimes.

@ Use a secure browser - software that encrypts or scrambles information you send over
the Internet -to guard your online transactions. Be sure your browser has the most up-to-
date encryption capabilities by using the latest version available from the manufacturer.
You also can download some browsers for free over the Internet. When submitting
information, look for the “lock’ icon on the browser’s status bar to be sure your
information is secure during transmission.

@ Try not to store financial information on your laptop unless absolutely necessary. If you
do, use a strong password a combination of letters (upper and lower case), numbers
and symbols. A good way to create a strong password is to think of a memorable
phrase and use the first letter of each word as your password, converting some letters
into numbers that resemble letters. For example, “I love Felix; he’s a good cat,” would
become 1LFHAGc. Don’t use an automatic log-in feature that saves your user name and
password, and always log off when you're finished. That way, if your laptop is stolen,
it’s harder for a thief to access your personal information.
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@ Before you dispose of a computer, delete all the personal information it stored. Deleting
files using the keyboard or mouse commands or reformatting your hard drive may not
be enough because the files may stay on the computer’s hard drive, where they may be
retrieved easily. Use a “wipe” utility program to overwrite the entire hard drive.

O Look for website privacy policies. They should answer questions about maintaining
accuracy, access, security, and control of personal information collected by the site,
how the information will be used, and whether it will be provided to third parties. If
you don’t see a privacy policy - or if you can’t understand it - consider doing business
elsewhere.
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APPENDIX FF

IDENTITY CRIME PREVENTION TIPS (SUMMARY VERSION)

Minimize the risk. Be careful about sharing personal information or letting it circulate
freely. When you are asked to provide personal information, ask how it will be used,
why it is needed, who will be sharing it and how it will be safeguarded.

Give out no more than the minimum, and carry the least possible with you.

Never carry your birth certificate, SIN, or passport with you unless necessary.

Be particularly careful about your SIN; it is an important key to your identity, especially
in credit reports and computer databases. Provide other identifiers if you have the
option.

Don’t give your credit card number on the telephone, by electronic mail, or to a voice
mailbox, unless you know the person with whom you’re communicating or you initiated

the communication yourself, and you know that the communication channel is secure.

Be suspicious of all email messages you were not expecting. Don’t open attachments or
click on links in electronic messages from people you don’t know.

Ensure that your computer is protected by virus/security software that is updated
weekly.

Pay attention to your billing cycle. If credit card or utility bills fail to arrive, contact the
companies to ensure that they have not been illicitly redirected.

Guard your mail. Promptly remove mail from an unsecured mailbox after delivery.
Ensure mail is forwarded or re-routed if you move or change your mailing address.

Notify creditors immediately if your identification or credit cards are lost or stolen.

Access your credit report from a credit reporting agency once a year to ensure it’s
accurate and doesn’t include debts or activities you haven’t authorized or incurred.

Ask that your accounts require passwords or customized question/answer challenges
before any inquiries or changes can be made. Choose difficult passwords — not your
mother’s maiden name. Memorise them and store them in a non-obvious location.

Key in personal identification numbers privately when you use direct purchase
terminals, bank machines, or telephones.

Find out if your cardholder agreements offer protection from fraudulent transactions;
shop around for a better deal if you are not satisfied with the level of protection offered.

Burn or shred personal financial information such as statements, credit card offers,
receipts, insurance forms, etc. Insist that businesses you deal with do the same.
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APPENDIX G

RESOURCES FOR IDENTITY CRIME VICTIMS IN CANADA

Canadian Identity Crime Victim Support Centre (expected to be operational by 2012)
Once fully established, this centre will provide identity crime victims across Canada
with information, advice and support in recovering their reputations and avoiding
repeat victimization. Its website is expected to be operational by fall 2011 and its
national call centre by early 2012.

Canadian Anti-Fraud Centre and SeniorBusters
www.antifraudcentre.ca
1 (888) 495-8501
Overseas and Local: 1 (705) 495-8501
In addition to providing information and advice to individual victims through its call
centre, the CAFC gathers and reports statistics on reported fraud in Canada, and makes
victim evidence available to law enforcement agencies. A joint project of the Ontario
Provincial Police, the RCMP and Canada’s Competition Bureau, CAFC engages in public
education on fraud, and offers a volunteer-driven service to assist Canadian seniors who
have become victims of fraud (“SeniorBusters™).

General Victim Services in Canada

Victim Services in Canada
http://www.victimsfirst.gc.ca/Zserv/vsc-svc.html

Online directory pointing victims to services in their area
http://canada.justice.gc.ca/eng/pi/pcvi-cpcv/vsd-rsv/index.html

Provincial/Territorial Victim Services and Laws:
http://canada.justice.gc.caZeng/pi/pcvi-cpcv/prov.nhtml

Federal Ombudsman for Victims of Crime
http://www.victimsfirst.gc.caZindex.html

Guides for Victims of Crime and other resources:
http://canada.justice.gc.caZeng/pi/pcvi-cpcv/pub2.html#crim
http://www.publicsafety.gc.ca/Zprg/cor/nov/voc-gd-06-2010-eng.aspx

Canadian Statement of Basic Principles of Justice for Victims of Crime
http://www.victimsfirst.gc.ca/serv/wvr-gdv.html#sec3

See also Appendix H, Resources for Victims of Identity Crime in the USA
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APPENDIX H

RESOURCES FOR IDENTITY CRIME VICTIMS IN THE USA

Federal Trade Commission (FTC)
The FTC is the federal agency for identity theft complaints. The FTC website provides
identity crime victims with full information on their rights and remedies under US
law as well as complaint forms, an affidavit form, a sample letter to send to reporting
companies, and other useful information.
1-877-IDTHEFT (438-4338)
http://www.ftc.gov/bcp/menus/consumer/data/Zidt.shtm

Department of Justice Office for Victims of Crime
This site provides links to a services for victims of identity crime.
http.//www.ojp.usdoj.gov/ovc/help/it.htm

Identity Theft Resource Center
This California-based nonprofit group provides information and support for individual
victims of identity crime.
(858) 693-7935 or 1 (888) 400-5530 (US-only)
http://www.idtheftcenter.org

Privacy Rights Clearinghouse
Another California-based nonprofit organization with information for victims of identity
crime.
http://www.privacyrights.org/ldentity-Theft-Data-Breaches

National Crime Victim Law Institute (NCVLI)
In addition to offering training and education, engaging in public policy advocacy, and
intervening in legal cases, this university-based service links victims with legal clinics
and attorneys in the U.S. who can provide them with free legal representation.
http://www.Iclark.edu/law/centers/national_crime_victim_law_institute/

U.S. Credit Reporting Bureaus

TransUnion

1-800-680-7289
www.transunion.com
Equifax

1-800-525-6285
www.equifax.com

Experian

1-888-EXPERIAN (397-3742)
WWW.experian.com
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